This report describes changes made by USGS to the Megatek Wand subroutine library and the VAX/VMS IEU11 IEEE-488 bus interface device driver for the model 3355 color graphics workstation to eliminate the requirement for VMS LOG_IO privilege in user-level programs. Minor changes were made to the IEU11 device" driver, IXDRIVER, to the hardware-dependent Wand module, WANDHD, and a new program was created, WINIT, to be invoked during the sytem startup procedure to initialize the IEEE-488 bus interface.
Introduction
The Wand software package for the Megatek model 3355 color graphics workstation consists of a graphics subroutine library, which must be linked with user-level programs, and an operating system device driver, which must be loaded and initialized for the proper hardware configuration by the system manager. The actual device driver shipped with the system depends on the hardware interface option ordered with the 3355. Additionally, the Wand library is divided into a set of hardware-independent subroutines and a set of hardware-dependent subroutines, which vary according to the hardware interface option selected.
In order to obtain the DEC VT100 terminal emulation feature, the USGS chose an intelligent controller interface called LIFE Interface for the 3355 which uses the IEEE-488 parallel bus for high speed transfers of graphical data. The corresponding interface supplied by Megatek for use inside the VAX-11/750 computer is a DEC IEU11 UNIBUS IEEE-488 bus controller. Megatek also supplies what appears to be an unmodified copy of the DEC VAX/VMS device driver for the IEU11, named IXDRIVER. This device driver requires that user-level programs making use of its features have the VMS LOG_IO privilege, which is highly unusual and extremely dangerous on a typical time-sharing VMS system. (A user with LOG_IO privilege can perform logical I/O operations on any device in the system, including disk drives, which effectively disables any operating system safeguards that prevent the accidental or deliberate corruption of, or unauthorized access to, files and volumes.) Initially, only those programs which required the 3355 were allowed to have this privilege (by INSTALLing them with the VMS INSTALL utility). Gradually, though, it became necessary to grant LOG_IO privilege to selected user accounts to avoid requiring the intervention of the system manager every time a new program was generated.
At this point a more permanent solution was sought that would both remove this obstacle and restore the security of the system. The VAX/VMS I/O User's Guide contains a description of the different program logic used to validate physical, logical, and virtual I/O requests, which will not be elaborated here. The important features to note are that a program with LOG__IO privilege may perform physical I/O operations on an unmounted device (which is the state of the IEU11 when used with the Megatek 3355 workstation), and that no special privilege is required to perform logical I/O to an unmounted device. (Standard file I/O is called virtual I/O, which is normally performed only on a mounted volume, such as a disk or tape.)
Modifications
As mentioned above, the Wand subroutine library is divided into hardware-independent and hardware-dependent modules. The hardware-dependent module, WANDHD.FOR, was examined to locate all I/O requests to the IEEE-488 bus controller, IXAO:. This occurred in very few places, and most of the I/O function codes used to access the controller were declared using Fortran-77 PARAMETER statements, which made modifications relatively easy by localizing the changes in one place for each subroutine altered. The VMS IEU11 device driver, IXDRIVER.MAR, was examined to determine the source of the requirement for LOG__IO privilege.
It was found that virtually all of the I/O function codes used to implement the IEU11 device driver were physical I/O functions, which explained why LOG__IO privilege was required. The strategy chosen was to replace the physical I/O functions originally defined in IXDRIVER with suitable logical I/O functions that did not conflict with any standard VMS usage.
VMS allows a driver to define up to 32 physical, 16 logical, and 16 virtual I/O function codes. Each I/O request also carries with it a 10-bit I/O function modifier, which is typically used to distinguish from among several similar operations grouped together into one I/O function code (e.g., reading from a terminal with or without a prompt specified as part of the read operation). Unfortunately, this convention is not followed in IXDRIVER, and there are not enough logical I/O function codes available to map the physical I/O function codes without redefining some of them as I/O function code/modifier pairs (e.g., issue IEEE-488 bus command and issue auxiliary command). Fortunately, this had little effect on the code in either the driver or the Wand device-dependent subroutines. One physical I/O function code was left undisturbed, IO$_INITIALIZE, on the assumption that it should not be possible for a non-privileged user to change device configurations in a time-sharing system. This is the only I/O function used by Wand that still requires LOG__IO privilege, but since it need only be isued once after the IEU11 device is connected, a special program was written, WINIT, whose sole purpose is to issue an IO$_INITIALIZE to the IEEE-488 bus interface from the system startup command procedure. These modifications may be generally useful to any application making use of the DEC IEU11 IEEE-488 bus interface. However, the USGS has no such requirement and thus has not attempted to use any device other the the Megatek model 3355 on the IEEE-488 bus with the modified IXDRIVER. 
Modifications to IXDRIVER.MAR

A.I Source Code Modifications
The following changes include those required to upgrade IXDRIVER to run under VMS version 4.x (identified by audit trail 1.1M). These additional changes have no adverse effect on IXDRIVER for systems still running VMS version 3.x.
A.1. to 
A.2 DCL Commands
The following DCL commands may be issued to assemble and link the new (1) The following DCL commands may be used to compile and link WINIT, $ Fortran /List WINIT $ Link /Map WINIT C-4
